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1
Decision/action requested

SA3 is kindly asked to approve the proposed update to Solution #4 “Enhance privacy control in LCS” in TR 33.814.
2
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3
Rationale

The solution #4 in current version of TR 33.814 [1] is based on the 5GC-MT-LR procedure for the commercial location services in TS 23.273 v0.1.0. However, this procedure was updated at SA2#131 in March and reflected in TS 23.273 v0.2.0 [2].

According to the 5GC-MT-LR procedure in [2] clause 6.1.2, when steps 7 and 8 are performed and the UE privacy settings is updated by the UE user during Step 8, the UE shall return a notification to the AMF indicating whether permission is granted or denied for the current LCS request and the UE's privacy settings for the subsequent LCS requests. Then the AMF shall invoke the Nudm_SDM_Update service operation via Step 9, to store the updated UE privacy settings into the UDM, which then stores the updated UE privacy settings into the UDR. This is for synchronizing the UE privacy settings between the target UE and the network side.

Solution #4 was proposed to provide enhanced privacy control in case where steps 7 and 8 are skipped, if the privacy settings originally stored in the UDM does not indicate privacy check related action by the UE user. When privacy settings check is performed during Step 12 according to this solution, for synchronization of the privacy settings between the target UE and the network, the UE also needs to notify the AMF whether positioning is permitted or denied for the current LCS request or other privacy settings (e.g. time for disallowing the subsequent LCS requests) if updated. Then the AMF also needs to invoke the Nudm_SDM_Update service operation to store the updated UE privacy settings into the UDM, which then stores the updated UE privacy settings into the UDR.
This pCR proposes to update the procedure figure to be aligned with SA2. It also proposes to add the necessary steps after privacy control during Step 12 for synchronization of the privacy settings between the UE and the network. This is proposed to assist the future evaluation on this solution, by considering its impact on the standardized solution in SA2.
4
Detailed proposal

*************** Start of the Change ****************

6.4.2
Solution details

The Figure 6.4.2-1 below shows an example of procedures and messages involved in LCS. In Step 7, if an indicator of privacy check related action indicates that the UE must either be notified or notified with privacy verification, a notification invoke message is sent to the target UE. In Step 8, the target UE notifies the UE user of the location request and, if privacy verification was requested, waits for the user to grant or withhold permission. The UE then returns a notification result to the AMF indicating whether permission is granted or denied for the current LCS request. See 3GPP TS 23.273 [6] for details. 
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Figure 6.4.2-1: 5GC-MT-LR Procedure for the commercial location services (Figure 6.1.2-1 in TS 23.273 [6])
Steps 1-15 are in Figure 6.4.2-1 are described in TS 23.273 [6].


As described above, Figure 6.4.2-1's Step 7 and Step 8 are important procedure messages that enable the network to aquire verification from the UE's user, when required. However, there is no protocol level mechanism to ensure that those steps not simply skipped. In other words, Step 12 could happen without Step 7 and Step 8, meaning that the privacy control at Step 7 and Step 8 could be ineffective. To avoid such situation, this solution requires the following.

When the UE is transferring measurements related to LCS positioning to the network, the UE shall verify the privacy settings before transferring those measurements to the network. 
In relation to Figure 6.4.2-1, it means that the UE shall perform privacy settings check during Step 12. The privacy settings check could for example be the following: whether positioning is allowed or disallowed by the UE (at that time), does the user of the UE need to be informed and asked for permission, whether other conditions are met, e.g., what type of positioning is being performed, etc.
If steps 7 and 8 are skipped and privacy settings check is performed during Step 12, for synchronization of the privacy settings between the UE and the network, the UE needs to notify the AMF whether positioning is permitted or denied for the current LCS request or other privacy settings (e.g. time for disallowing the subsequent LCS requests) if updated. Then the AMF needs to invoke the Nudm_SDM_Update service operation, in the same way as Step 9, to store the updated UE privacy settings into the UDM, which then stores the updated UE privacy settings into the UDR.
*************** End of the Change ****************
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